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ASSESSMENT OF THE VULNERABILITY
I NFORMATI ON SYSTEM BABEDHBDMAFUCIY

Anna V. Balbuebvd®, Zantbdbbkyit,A. Gri
Pavlo V. Hr#htheaen¥kbanerRmythrem k o
V. Shyrokor ad
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Abst Aat emaztyhemati cs approach for ass:
information systems has been proposed

analysis, viewing the information syst
objects governedcibgs.acTlees skey ndlIrerme ptod
vul nerability of object s, Moni toring
Adjusting access policies. Thi s appro
changes in the system and aednahpatnactiinogn tol
overall | evel of protection. The metho
tools and software, including Intrusio
User and Entity Behavior Analytics (UE
SofteaBill of Materials (SBOM), and ma
to the methodology are relevant I i br
Benchmar k, Common Vul nerabilities an
Pl atform Enumeration (CVYU&Nner ahbiilointay y $
System (CVSS) . These components ensur e
of the methodology with other approac
monitoring of information systems. I n
vuémability esti m&tuibjrctowamoadeinsOhljee @
The team of aut hors has devel op
access control systems based on fu
approach are outlined in the aork
combinati on of moder n tool s and
information system states in order
control system. The i nfdhbujeenccte" osfy sft
caused by variousrmaepechsti ons!| odi
considered. The methodol ogy is bas
foll owing i mplementation in the MA
materi al is an approbation of the
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considers-obhectSumpédet of a parti
which reflects the structure of r
access control testing system to
assume that the subjetch tike aqny ®tnd
endowed with certain rights to pe
exampl e, a system user or a proce
degree of trust in its qualificat
an entenhya(oksource) represented
system, which also have their ow
service, and equipment are consid

Al'l subjects are characterized
(change, add, updat e, etc.). The
possibility of the subject's inf
Access Control List (ACL) indicat

The output par ameter is the Ac
assessedodn Oatocadl.e This indicato
derivation and mat hemati cal cal c
parameters characterizing both th
We wi | | descobbecthei hsebpett on u
théghkbra of St atement s, we wi || d

[

state of st hevhimdi ¢ a3t pr esented
AL= PPNWRNT AVZAC AMIzAR AMLZEM,
OVL= "VGE4a( VAOAERVAYXLOI ,
ACSR=ZWQOVL,
where a possible event for the Su
as
AML =PM.CA.
P ML RAL™ mPA™ ALD™ MPA™ EPH ALT™ MPL™ PCR

SPE,

where the entered indicators are

Let's introduce |l inguistic vari
Subject corresponding to model (1
system of fuzzy output are the f
obtained at certainmdcsctakengoma
the results of constant monitorin
provided by modern tools and sof
syst ems (1 DS) , fuzzy testing, Us
(UEBA) , Usertaéacitngi t wWAMpPnNni SBOM.
i nput data considers the predefin
The knowl edge base i S for med t a
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requirements for the security of
Benchmar k VuCaommabi | ities and Expos
Pl atform Enumeration (CPE) Dictior
Scoring System (CVSS). The wuse of
provides standardization and integ
apm@arches and met hods of

systems.
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Fig. 11 Structure of relationships between indicators of the access
control testing system
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The output
ACSRL ri
tabl e. 1,

Table 1. Linguistic variables Access control system risk |ev&l S R L

' i nguistic

ng to

[ 4] .

of

vdtedsd ACSRIAERZAS Y v {tcd dOdz
Very high (VH) s (0,700,90)
High (H) Pi (0,500,650,820,90)
Substantial (S) Pi (0,300,420,580,70)
Possible (P) Pi (0,100,180,350,50)
Slight (S) s (0,100,30)
The fuzzy inference production

corresponding
of tikirarkhi cal
sur face.

to)mpdelsehtis.

structur e, and
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AML_AR
AML_AC

AR

Fig.21 Surface of fuzzy output A)CSRlLe pend on ¢L &
VC&ISL, c)OAF&VIA, d)NTA &AV, e)A ML & A AML&AG.

This is an example of system operation for a vector of input data
under the conditions of operation of a real "subgject” system using
thebuilt-in programming language of the Matlab package. The subject is
the user, described by binary characteristics, and the object is some
device characterized by phased data.

Subjects(1)=struct("RAL"L,"mPA", 1,"ALD", 1,"MPA", 1,"EPH"
, L,"ALT", 1,"MPL", 1,"PCR",1,"SPE",1);

Objects(2)=
struct("Name",'Switch","OVL", "High","OAF", "Constantly","ISL","
High","LOD", "Low","LOI", "High","OVLP",[OVLP(2)]).

The vulnerability characteristic of the object looks like this:

OVLP(2)= struct("CVE", "CVE-2020
35221""VALUE", 8.8,"EM", "Not-
Defined","AV", "Adjacent","AC","Low","PR", "None","UI", "None","
VC", "High","VA", "High","VI", "High","AR","None").

Characteristics of the system as a whole:

NT=struct("NTA","CAN","NTS", "Open","SPI","Average").

The result othe system is a risk assessment ACSRL=0.64922.

Conclusions. The real example shows the operation of the developed
system, which allows you to test the object of the system against the

unauthorized influence of some subject and determine the assessment of
the vulnerability of the "subjeaibject" connection.
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BEAUTI FUL GRAPHS FROM SI MPLE C
Peter J. Cameron, Universit))

The commuting graph of a group

Lebbe a finite group G $heheogmap
vert &x ismr toawhdacrhe | ownuewd i f

Here are the commut i-anbge | g raamfhgsr oc
order 8:

0 aftgd pho pfd %o & Gand
0 afugo phd O G O O

a’b
2
a ab
a3 a’b
1
b
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We s ee ctohmamuttilneg gr aph doesndt de
it carries a | ot of information.

I n 1955, Brauer and Fowl er sed t
there are only a finite number of ¢
centraliser onfienatn oifn voorlduetri o2n) .( el e

Wi t h hi ndsi ght , t his was t he
Classification of Finite Simple Gr
determining the simple groups with

|t i s interestingorthaitn tthree pwpred

graph theory was not mainstream ma
A number of further graphs on gr
Among them are
Ot he poweandjrodamte:d if one is a po
Ot he enhancedampdadwermegrdgh:t hey ar
of an @leeqnue nviaftte st lcy.cl i c) .
I will talk abottO,t hien @&hfifachree nc e
joi neftbiisfealme of the enhanced powe
power graph.

I believe that similar results v
graph types, but this has not been

Vertwnaerdof a graph are twins if
nei ghbouresx c eppots sfiobrl yone anot her.

If a graph contains twins, t hen
expressed more compactly, since we
ofvand al so whaentdhee poi ned.

So it is natruerdaulc ttioo na:p pd eyl ettwei non e
and continue wuntil no twins remain

TheorTelme resul't of twin reductio
independent of the ay the reduct.i

A graph is a cograph if it -has n
vertex path.

Theorem. Applying t'Qyiinelrdesd u-chtei otnr
vertex grap® d fa amagroanghy. i f

Twi n reducti on ptbheerees c mpnyppea
exampl e, H fr el igsr agp ht,witrhen HO & an
and only if H is an inducedObsyubgr a
twin reduction.

Connected components which are n
after twin reduction.
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Graphs defined on groups often

exampdanodgeherate the same oyolic

whe®es copri me t o cahned oyr daerre otfwixn)s,
So it is interesting to apply t
First, of course, we want to kn
Queéeson

For ea¥ohf tgyrpaeph on groups, ®Weter
for WRicsh a cograph.

Despite a | ot of work, most cas

I't turns out, that fO0Qi smaldodr
For slightly mor e OO m@mlyi cractte d b ee X
interesting; for exampl e, t he t wi |
of small i soWlemhwe gviatd hhth & .Ukt lIge o u |
somet hing more interesti ©¢ hiasp paen
beauti ful graph:

Oit is bipartite, with bipartit:é

Oi t is semiregul ar, wi th valenci

Oit hmaest edri @10 and girth 10;

Oits automorphism group is just

Note that 165 + 220 g s38&®¢gs mu

Al | these computations were do
GRAPE for graphs and groups.

It i s straightfogwaplhkd &aod cpaest
reductions on it. Then many prope
out by simple GRAPE commands.

This is as far as the explorat:
delighted if you would join me in
See Sucharita Biswas, Peter J.
Ki shore Dey, On difference of enh
of a finite group, arXiv 2206.124
For backgroupd, see Peter J. Ca

I nternat. J11G(QUR2FhedBy
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