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IH<I>OPMAYI~HI TEXHOnonf, OE~~cnIOBAnbHA TEXHIKA 1 ABTOMAT~KA 

YAK 004.056 

KP~nTOrEHEPATOP 3 BHKOPHCTAHHjjM nEPETBOPEHHjj WYMIB 
CJIA60CTPYMHHX EJIEKTPOHHHX KIJI 

KOPOJlbOB 8.10., 1.:.m.II., 

non i nOBCbJwii B.B. 

U,eHTp TaiiMepHlIx 06YIICJlIOBaJlbHIIX CllCTeM [HCTllTyry Ki6epilCTilKil iM. B.M. rnywKoBa HAHY 

f1peOI/OJlCeH lI06blii annapaml/O-

npozpaMMJ/biU "punmozellepamop CJlY'IQUlIblX 'IUC€Jl 
C UCIIOJI0300allue.M menJIOBblX WyMOO ihR nopma-
6€JlbHblX cucmeM 3aU{unlbl Ull$OPMQIjUU. 

BllnanKOBi 'nlcna Bi.QirpalOTb BWKJIIIBY ponb 

y 3aXltCTi iHcpopMauHIHltx peCypCiB i MCPC)f(, L1\O 6a-

3ylOTbCJl Ha MeTo.aax wucpPYBaHIISI .n;aHIIX i TOMy 

nOCTiiillO nOTpe6YlOTb p03p06KH HOBUX Ta 8)J,OCKO

HaJlCIIHJI icHYlO'lJ.tX 3ac06i B CTBOpellHSI KptmTorpa

cpi'lHO cTiiiKIlX nocni.QoBllocTeii BllmlJl,KOBIIX 'lllcen 

[1,178; 2, 198]. 3aB.QSlKI1 rCllepauii" Bllna,nKOBItX 'lll

cen CIlCTeM Il KOMn'IOTcpIIO'i 6e3nCKIt OYpIiMYIOTb 

KnlO'li i BCKTOPII illiuiani3auii' anropllTMiB WHIPPY

BaHH.l1 )1aH UX, ceaHcoBi TIl Tpall3aKuiiiHi KJllO'li "PO

TOKon iB B3ao.1H0"i i)1eHTltcpiKauH cTopill Ta iH. 

,Llml Toro ll\oo Bi.QnoBi.QaTli BIIM03i KpunTO

rpa$i'llloi" cTiilKOCTi, OTPIIMalli nocn i)J,oBHoCTi 'ill

cen MalOTb 38,l1,0BOnbHHH KpllTepii' Bllnanh::OOOCTi i 

Hcn epcn63'1YB3110CTi [2,199]. 
nepeBipKa nOCntuOBHocTi lIa BllnalJ.h::ouicTb 

rpYHTYE:TbCJI" Ha HaCTynHux KpuTepiSlx. 

- OiJllopiollicmb. P03nonin 411cen Y nocniJ(ollHoCTi 

Ma(: 6ym piBHOMipHIlM, T06TO 'iaCTOTa nOSlSIl y 

nocniJ(oBllocTi KOflKpeTHoro 3t1a'leHH~ Mac 6yrll 

npl16m13HO 0)J,H3KOBOIO. 

~ He3QJl€JlCllicmb. )KO)J,He i3 3~la'lCHb nocn iJl.OBHOCTi 

He nOBftllHO MaTeMaTlI'lllO BltBOJl.ltTliCb 3 iHWIIX 

3Ha'l eHb, HaBiTb 3a YMOBII, WO sci nonepe.uHi 311a

'1eHH~ Bi.Qo.\,i. 

!CHYIOTb MCTOJl.1I nepcBipKIl r inOTc3 [2, 199], 
wo nOCniJl.OBHicTb 411cen BinnOBi)1a(: 3a,uaHoMY pOl

nO.Q1ny, ane MCTO.ny, ~KHIl .Q03S0n}lC .noseeTiI HC3a

nC)I{HicTb, HeMac. T OMY BIlIWPHCTOBYIOTbCj:I TeeTlI, 

HKi .Q03Bon SlIOTb nOKa3aTlI, ll\O nOCnill,OBllicTb (: 3a

Jle)f(HOIO. H e06xi)J,Ha KinbKiCTb TeCTiB Jl.JUI anrop~IT

My reHepyBall HSI Blm8,ll,KOBliX 'lilcen BI13Ha4acrbcSI 

npHHHHOIO YMOBOIO, 3a S1KOIO TBepJl.)I{CHHJI", iliO 110-

cninOBHicTb C He3an.C)f(HOIO, eTac npaBJl.ononi6HIIM. 

Y 33,llayax Tlmy B3aCMHoi' i)1etlTlI$iKauii" eTO

pill ll,ml OfiMiHY CCKpeTHIiMIl .uaHIIMI1 a60 reHepy

BaHIIR ceaflCOBIiX I0IIO'iiB BIIMora CTaTIlCTlI4Ho'i BII

na,ll,KOBOCTi (: MCHW Ba)lUTI1SOIO 3a BIiMOry lIencpell,· 

6aI.Jyo3 11oCTi encMcHTiB nocni.aoBHoeTi. B icmUllI10 
Bli08,lI,KOBili nOeniJIOBHOeTi KO)f(IIC 'illeno CTaTIlCTlI

'iHO flC3Me)f(HC BilJ. iHWflX 'iflecn nOCJIiJl.oBHocTi i 

TOMY C HcnepeJl,6a'IYBaHflM . Ha npaKTm.\i iCTlIlIHO 

Illllla,ll,Kosi 411ena BIlKOpl1eTOAYIOTbCH pi.n;KO, IIall'la

eTiwe BIlKOPllCTOSYIOTbCH I1CcBJ(oBllna.a.KoBi 'iHCJla, 

T06TO oTpllMaHi 3a .l{onOMorolO .ne~Koro anropltTMY. 
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New hardware-software cryplOgeneralOr of 

random numbers using Johnson noise for portable 
information security systems is proposed. 

TOMY oTp"MaHi 'HlCJla MalOTb 6yrll TaKliMIl . w06 

cynpOTlIBH IIK He MaB npaKTII'lHoY MOlKJlllBOCTi p03-

paxysaTiI lIacTynfli 'mcna fla OCHOBi 3HaHHSI none

pc.nHix. 

TaKIlM 'IIIIIOM, icmuHHO 6lmaiJ,,1)6i nOCl/i()06-

lIocmi - ue llocni.uOBHOCTi, eTBopeHi .Q)I\epeJtOM BII

n a,ll,KOBIlX 'Hlcen i SlKi He .\IO)I(JIIIBO 1l0BTOPllTiI Jl.0-

eTOBipHO. T06TO ~KWO lI,Ba pa3 11 3anyeTilTil reHepa

TOp iCTllIlIIO Blmaa,KOBI1X 'lIKCJI 3 O.QHaKItMtt Bx i.l{* 

HIIMII )J,aHltMIt (nplt o.a,HaKoBlix YMosax eKcnepHMe

Irry), TO Ha Bl1xo.ui 6y.ue oTplI.\lallo tIBi a6conlOTHo 

HenOB'S13aHi Mi)l\ c06010 BlmanKOBi nocni.!l.OSHOCTi. 

f'ellcpaTOpl1 icTlIHHO Blma,ll,KOBIIX 'illcen He £ 

yaCTO BIiKOpltCTOBYBaHIiMIl npllcrpORMIi. n OTeH

uiAHO OCHOBOIO )1n~ i'x nooy.noBII MO)f(yrb 6yrlt TaKi 

$i3~14fli )J,)f(cpcna eHTpon i"i, HK HaniBnpoBtuHHKOBi 

niolUi B peiKllMi c llnbHoro HaClt'leHHJI, iMnynbc lii 

J(cTeKTOp" iOlli3YI040ro BltnpOMiHeHHSI, raJopo3pSl

n Hi naMml, KOH,lleHCaTOpll 3 npoTiKallHHM CTpYMy, 

TCnJlOBi WyMtl pe311CTOpa, Ty"enbHIIH ecpeKT y Hn

niBnpOBi.QHIIKOBOMY cTa6iniTpOHi Ta KBaHToBi lIBII

ll\a. npOTC .!I.nH BltpiweHHH 3Ma'l 3aXltcry iHcpopMa

L\ii' Ha 6aJi cpnew-lIaKonwIYBa'liB Hco6xi.!l.Hi MiHia

TIOPHi .Q)f{epena BIllIa,.'l,KOBIiX 4l1ccn, Il.I.O MO)f(YTb 

)f(IIBIiTlICb Bill. USB-WIIH!! [3, 2421 KOMn 'IOTepa. Pc
aniJYBaTiI TaKlI11 npllCTpiii MO)f(lla lIa fiaJi aHMoro

BIIX Kin Ja ~10noMorolO cy'racHllx o n epauiHHltX ni.n

e IlJIIOBa'liB. Ha p"C. I nOKa3aHO p03po6neH ilii aBTO

paMH OnH II i3 MO)I(JHtBIiX Bapial/Tis no6Y)lOB Il TaKO

ro anapaTllo-npOrpa~lHoro reHepaTOpa KpttnTOrpa

cpi4UO cTiH KltX BlmaJ],Kollllx 'lHcen. 

P03rJJSlHeMo )leTaJlbHO po60TY UbOro npll

CTPOIO (nIiB. pl1c. I ). 

RK nOKaJaflO Ha pIIC. 1, KplinToreHepaTop 

06p06nJl"£ .aaHi , Il.I.O 36cpiralOTbc~ B TphOX CXOBII

ll\ax (nynax): WYMOBOi" nocn inoBliocTi, n Ce A.!I.OAII

na,ll,KOBllX .!I.aHllX 3 nopTiB BlW.!I.Y-BIiBOJU-' i nOC!li 

).l,OBtIOCTeii KJl104a-aYTeHTlIQliKaTopa r 4, 177]. Ha· 

n0811eHH~ nyniB 5 i 7 f O'leB II)lHlIM i:I QlYHKuiOlla

nLlloi' CXCMIf. HanOBtlelHl~ nyny 6 cni~rt P03rJlj:lHYTII 

6iJlbw.a,eTaJlhllo. 

Bi.ll.o~lO, 1.1\0 JlJJ~ IlPHCKOPCIIHR p060TlI USB
MO.!l.ynR BHKOpItCTOsY£TbeSl 6YcPcprta Ta6J11 1l.\~ p , 
268J, RKa P03.\lill\Y£TbCR II 03Y KOHTpon epa i B RKy 

3aHOCSlTh TinbKH ll.aHi , ll\0 He MicnlTb eTUH.QapTHi 

BicH~K 4,QTY, 2009, N22 



IH<I>OPMAYIHHI TEXHOnoni, 05~HCnIOBAnbHA TEXHIKA I ABTOMATHKA 
3aronOBICII naKeTis, ncpe.n6a1.{eHi USB-npcrrOKOnOM. 
To,"!y 8 "yn 6 6y.nYTb 33HOCllTHCb nCeS.!lOBHna.nKosi 

J(aHi J nopTio BBo.aY-BllaoD.Y 9 i 10. Cnoci6 Bu60py 
anpeCII , 3Mi m e illul i ,Il0BiKHHII nCeS.D.OBllna,nKoBO'i 

nocni.aOlmOCTi MO)Ke BIt3Ha'laTIICb Ha nin,cTasi .aa
II I1X, 0T'pIlMaH lix Bin reHepaTOpa WYMOBOi' nOCJlmo

BHOCTi. 
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PH(. 1. G>Ylnwio HIJlbHI Ut.\l1 pofiOTH anapaTHQ
nporpl .\lHOro rtHt p a To p a BHnaJl KOS!!l 'IHCe.:l: 
I - lliKtpeno WYMY; 2 - AUn; 3 - pi1Iep 1C.J11O'fa

ayrcIlTII$iJ.:3TOpa; 4 - KOIITpOJlCp: 5 - nyrr wplODoi nocni· 
llOBHocri ; 6 - llyn nCCMOBHII8..!lKOBHX lUlJinx 1 noptis 880ay-

8"80.11),: 7 - ny.1 nocIli.loB'locrcn KlllO'Ia-ayrelfTl\¢liKaropa; 
8 - Kpltl ITOrCllcparop; 9 - 110 pr BBOll)" BII80llY ,!lillI po60Tlt 

1 q.:1ew-na'04 ' JllTlO; 10 - nOJIT BIlO1lY-BHBO,!{}' ll!U1 poOOTH 

1 USB.npIICTpoR.MH; 11 - q,new-na\l'IrTt.; 12-USB-nopr nK 

OrMe, HanOBHeHH~ nynis 5 i 7 C HallMCHllI 

pccypco 3al'paTIHIM, ocKinbKu BOHII npocri HaKOnJl

'IYBaJlbHi cxoBlIlua, a nyn 6 HanOBHlOCTbCIi 3a aJl r o 
PUTMOM OTplIMaHHII nCCBJl,OBl1na,ll,KOIHlX Jl,aHIiX. BIt -
6ipl<a LlaH ll X i3 nyn iB BIi KOHYCThCR UIIK!l i'IHIIM paxi
BI1I1 KO.\1 . 

Y poGoTi [I , 185] Ha ocllosi aHaJlily iCHYIO

'lUX aJlroplinliB rCHcpalli'i w)'MiB 06rpYHTOBaHO all
KOpllCT3HHII a.JlropIlTM)' IUlI¢lpysaHHII AES B pe)f(lI
Mi CTR 3 256 6iTHII,,1Il KJIIO'la"lIl (AES-256) 11K 6a311 

Ll1I11 n06y.aoall kpllnTorcHcpaTopiB, KpiM TOro, np" 
ncpe.aa'ii .113HIIX BiLl nopTa6eIlbHoro npllCTpolO AO 
KOM n 'IOTcpa .!10UiIlbHO BllkOPIiCTODYBaTli npoTOKO!1 

ncpclI.a·ri lI.aHIIX 3 nill.BIIWCHIIM CT)'nCHCM )aXIICry 
iH$opMauiY (IlnlJ,nC31) . 

P03rJUlHCMO DIiMorll .no WBIIJl,KOCTi i 06'iIlC

J1I0BallbIIQ'j CTillKOCTi po6oTlI a.JlropIlTMy. 3araJlbHa 
$opMyna, WO B1I3IHI'lac KiIlbKiCTI, 6I10KiB, IIKi MO)t(

lIa 3aUIII<ppYBaTIl O,nIHIM KJlIO'ICM ,!IO ncpworo no

RTOPY 6JTOKa, lIaCl)'n Ha [I , lOll 
N 2"' , ~ , 

lte II - p03Mip 6110 K<I ulII<PPY, jlKlirt Jl)III anropllTMy 

AES .QopislilOc 128 6 iTaM . B i,1noBiAliO 
NH :=' 216 63ilT '" J2 MI) . I1MosipllicTb ItOUTOpy 6JIOKY 
6YJIC nopiBlilOSIITII 2.97, 1110 IHlMaraTlIMe Bi!{ cynpo-

2113 '- ~ TIIIlHIIK3 UHKmlaHHjI onepa1ll11 UJ II,,,pysallll.ll Ha 

Komponcpi [I, IS6]. 

BicHIo1K 4ATY. 2009, N!!2 

W BJ.llUdCTb ncpe.lla'i i .QaH"X 3a nporoKOJIOM 
USB 1.1 CTaHOBIITb 12 MDlc.,nnjl n n}UlC31 P03M ip 

6J10Ka CT'dHOBIITb 20 6afiT. B UKOHaHHII 2111 KpOKiB 

3aJiMe 2113/( 12,220120) "",1 .38.1028 c ",, 4 ,4'I020 poKiB 

j],JIII B1!3Hu'te1lHjI BHyrpiwHbOro cnlHy renepaTOpa 

BlinanKOBllX 'l llceJl. 3aJHa'lIlMO, mo CTpOK cKcnnya

Taui'j cy<tacllli x 06'lIIcmoaaJlbHIIX nplICTpoi"B He ne

peBIIlUyC 3- 5 poKiB. OnKe, aliKOpllCTaHHlI anropllT

My AES-256 CTR D.J1j1 rellepyBaHHjI BHna,ll,KOBttX 

'1ltCell 336c3nC'lYc uc06xi.llHIIH p iBClfb 06'1HcmoBa

JlbHO'i cTifiKOCTi. 

3 TO'tKII JOpy nepell.a'l i ) taHllx CnpaBe,lVlIlBOIO 

c lIacrynHa HcpiBllicTb: 

Vlly.1 » V«"" » VIII", 

nc VII", - WBIID.K icTb lIanOBHCHHlI nYJliB; 
V«"N - WBII.QKicTb p060TII reHcpaTopa Bllna.n:KO

BUX 'IIlCCJI; 
v .. p WSI!JI.KicTb l'paH3aKl\ifi Mi)K' XOCT-

KOMn ' toTepOM i <!mcw-HaKon Il1IYBa'leM. 

P03paxYCMO He06xillllY WBII.n;KicTb po6oTII 

reHepaTopa Bll na,n,KOBIIX 'illceJl. npoTOKOJl 
n n .lln C3! nepeD.6a'lac BIlKOllaH H" nOr i 'lHO'i oncpa

lIii' XOR HaD. 20-6afiTOBIiM naKeTOM .n;aHIIX i BJ.lnan

KOBIIMII KJlIO'iaM II, CTBOpeHIIMII KpllnTOreHepaTO

pOM. TOMY Ha O.QIIH naKCT .n;aHUX Bi.n; n n .llnC31 
Kp" nTOreHepaTOp AES-256 CTR nOBHHCH BlmaTiI 

lI,Ba 16-6allTHllx 6.'10KI1 . 

n plinycTIIMo, wo WBII.nKicTb l'paHJaKUiH Ha-

6J1 H:lKaCTbCjl no WBlIllKOCTi USB-npoTOKony 1.1, i 

TOll i MacMo, WO WBlIllKicTb poOOTII KpltnTOreHepa

TOpa Mac 6y1'l1 6iJlbWOlO 3a 24 ME/c. TaKIiM 'iHHOM, 

ol"pIiMalia WB IIllKicTb po6oTlI KpllnToreHepaTopa 

BIiJlla'lac DII6 ip KOHTpoJlepa 3a 064UCJIIOBanbHOIO 

nOTy)f(HicTIO. 
P03r11"HCMO WyMII pean bHlI x KOMnOHCIITiB 

eJleKTpII'II111X KiJl, Jl Ki MOiKyTb 6yrl! OCIIOBOIO llJIjI 

no6y.noBIi rCllcpaTopa Buna,a,KOBIfX 'illcen . 

W YMU CJrCKTpoHlIllX np" cTpo"ia [5, 143] - lie 

lIe6aJKal i i Blma.LIKOBi KOJll tSaH lU1 (¢lnyKT)'8u ii') TOKiB, 
lIanpyr, HanpY)f(eIlOCTCii e.ncK1pOMarHiTHoro nonjl, 

nplI'IIIHolO UIIX C piJlli $i311 'lHi "sllma i lIKi M810Tb 

CKJ1anlly 'laCoBy Ta cncK11'artbllY CT'PyKTypy. Y ni.n
C1IJ1IOBartbIIJI X npllcTpollX MO)f()'Tb BIIHIlKaTiI .llCKI

JlbKa Tun iB w YMiB, a..ne C T'Plt Tlln ll CTOXaCTlI'lIlIlX 

npouecis, nOpiBll jlHO nOTYA<Hiwi 3a iHWi : WyM 

.ll:lKOIICOHa, illY'" LU OITKII. cPn iKKep-illy M. 3Ha'l eHlljI 
ncpeJli'lCHIIX illYMiB MO:lK)'1'h 6yrll BIfIo:OPIiCTaHi 11K 

Bxi.QHi .nall i ,IlJI jI KpllnTorpa¢li ' lHoro anropllTMy re

Hepau.i'i Blltla,ll,KOBIIX '1IICeJI. 
B Toii )f(C 'lac pe3YJlbT)'lO'Illii po3nOllin ryc

TlIHIl iMOBipHOCTi UlYMis y 6inbwocTi eJlCKl'p0HHIIX 

rd.'l .\1aC HOPM<VI"'''lfi (raycciBcbKuft), a He piBHOMi 

pllllil POlllO!{iJl , a TOMy BOII II He MO)f(yrb 6yrll 6C3-

noccpc.llHhO BIiKOpltCTaHi .ll1l" n06y.nOBII KpH nTO
r pmpi 't lloro rellcpaTopa Bllna,a,KoBllx 4ItCCH. 

}J.l l jI OTPHM<lIlHjI HCKopell bosalloi' nocJliJlOB

HOCTi 1 piBIIOMipm lM 3aKOHOM p03noll.iny MOiKHa 
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BIlKOp"CTaTIt MeTOliH neKOpenJllliY i paH,ll,oMhalli'i 
[6- 8]. 

P03rnJlHeMO $YHKlIioHaJlbHi Ja.IIe:lImocri lt1lJl 
TPbOX CTOXaCTIt'lIIlt X npoueciB (9, 2]. 

LllyM I(xolicoHa (rennoBIIH WYM) 3yMoBJIe
HO pyXOM 3apJllliB nLa. lliclO eHepri'" OTO'iylO'ioro ce
peliOBlIllla. TennoBuH llIyM reHepyCTbCJI JlK npoBill
HlIKaMIl, TaK i Ha l'l iBnpoB iliH IlK~lII. E$!"nlBHe 3Ha
'ICIUUI Hanpyrll WYMy ,[{lKoHcoHa nopiBHIOC (9, 2]: 

£;=4kTRi!,f. (I) 

£ ' lie J - cepenHc KBanpaTII'lHe 3Ha'ieHHII Hanpyrn 

WyMy; 
k - nocTi ABa 6011buMaHa; 
T - Te~mepaT)'pa OTO'lylO'loro Cepe.!lOBIlll\a B 

rpa.o.ycax KCJlbBiHa; 
Llf - 'laCTOTHllfi .!lianruoH (cMyra nponycKaHHII 

ni.!lC lIlI108a'la). 
Llly'" Lllonllm:u (.np060BIIH WYM) C Hacni.!l

KOM HepiBHoMiplloro pyxy enCKTPOHiB 'lepel nepe
TlHI npoBillHllKa a60 HaniBnpoBinlHlKa nplt nillKJIIO
'(emli Horo .!lO .!llKepe.na C-rpyMy. E$eKTlIBHe lHa
'lelIllJl Hanpyrl1 WyMY WOTTKH nopiBHIOC [9, 2]: 

£, = kT r'i!,f , 
q./ 

.lie 1- Cepe.!lHC JHa'leIlH" nocriHHoro CTPYMY Kona; 
q = 1.6·1(f19 [Kn] - 3apJlll eneKTpoHa. 

ct>hll'lHOIO npll'iIiHOIO ifJ.'1;'o.:ep-my-"y (1(f-U1YM) 
BBa)KaJQTb Bapiauii' wBllnKocTi pyxy enelITpoHia i 
.!liPOk lIepe3 nepeTitH HaniBnpoai.!1HIIKa, 06YMoBJIeHi 
ne$!KTaMlf Aoro BflpOOHifUTaa. Y pOOoTi [9, 7] no
KalaHO, "kutO cMyra nponycKaHHII npllCTpOIO nepe
BHmyC Tpl1 .!leKa.r:\1I i 6 inbwe '/3CTOTI1 nepeniHy cnc
KTpa, .lie 3Ha'leHH)'I 6inoro UlyMy i <!>niKKep-wYMY 
piaHI, 3Ha'IeH HJlM cPniKKep-wYMY MOIKHa 3HexT)'Ba
Til ()'IK y Bllna.r:\Ky. utO p03fJTJlllaCTbCH HHIK'le). 

ICHYc 6araTO aapiaHTia aHaJlOrOBHX cxeM rc
HepaTopa WyMy. Ha .!lyMKy aBTopiB, .IlJUI BllnanKY 
n06Y.!lOBIf KpllnroreHepaTopiB lIa 6ali USB Qlnew
HaKonH'lysa4iB pallioHaJlbHlIM t: BIiKOpl1CTaHHII pe-
311CTliBilOro .!llKepena TermoBoro WyM)', mo ni.!lclI
nIQCTbCR UlllpOKOCM)'roBIiM oncpauiifHUM ni.!lcllmo
aa'lCM (On). TaKa cxeMa Mac BllCOKy CTa6inbHicTb 
poGO'loi' TO'lKII, ~Ka B on 3ID(IIUleHa Bi.!l KOl1HBallb 
Hanpyrll i, BillnoaLa.Ho, MOlKe 3a6e]ne'lIlTII peryn,, 
pHlln nOTiK Bltna,llKOBilX JIaHilX i3 HOpMaJlbHilM P03-
no.ninOM lIa Bi.nMiHY Bm .n;cweBwllx TpaH311cTOpHIIX 
cxeM. 

OCKiJlbKIl B CraH.!lapTHllx allaJIOrO-UII$poBIIX 
nepeTBOplOBa'liB (AUm Bx i.!ll"8 Hanpyra Mac 6yrll 
n0311T1IB1I01O BCml'lIiHOIO, TO BIiKOpllCTao,lO lIeiHBe4 
PTOBHY CXCMY BMIIKalUHI on [10, [8] (pIIC. 2). 

Koe/flilliclI'r nillcllne"'llI CXCMlt 3 HeiIlBepTOB
IIJlM BMIIKaml~M on p03paXOllYlOTb 3a QlOPMYJIOIO 
[l0, 19J 

(2) 
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PI1C. 2. npl1l1U1H10B8 V1tlo."PH'IH8 CXtM 8 

IItillBt PTOB lloro BM HK8H HSI on . 

M ill iMaJlbHe 3Ha'ICIIIIII CyMH 06MC)KYcrbC)'I 
BHXi.nHHM CTP)'MOM on, Beml'l llHlI RKoro Mac 811-

CTa'''8T1t HaBaHTIDKeHHIO. 3BII 'IaI1HO 1111 C),Ma CTaHO
BIITb Bin 50 KOM 110 I MOM. 

HaBC.!leMO np ltKlTan po3paxYIIKiB OCHOBHIlX 
napaMeTpiB niJlCI1J1IOSa'la wYMia Ha 633i on 
OPAJOI (K= 10', Non = 150 Mru) i Aun ADS8JI 
(/'Ai/fl = 80 MnH Bilt1liKio 3a ceK)'HJly, Vmin = 1,5 [B1, 
Vmax = 3,5 (B]) QliPMII Texas Instruments: 

EJ = J4 · 1,38 ,10-2
) .298. 107 .1 ,5. 108 ~ 0,005 [Bf 

Hnnpyra )KIIBJleHH" sin. USB-noPTY CTaHO
BIITb E := 5 (B). To.ni CTJ>YM I, utO npoTiKat: "Iepe3 
onopH R/ i R1: 

1 = E = 5 - 7 
7 4 ",,5,0·10 [AJ, 

RI + R2 10 + 1,2· 10 

£5"" 1,38 .10- 23 . 298 . 2·1,5·\08 ~2,5.10-4 [BJ. 
1,6 .10- 19 .5. 10-7 

Bi.!lnOBi.!lllo, c)'Maplle 3Ha'IeHHJI WyMy 

ElI1f• = EJ +£s= 5 . 10-3 + 2,5 ·10--4 "" 0,005 [B]. 

PhIlIlU)'I VAIX MilK MaKCIIMaJ1bHHM i Mi lliMa
JlbHIIM 3Hn'leHHRMli aXiJlHo'i Hanpynl .!l1UI AUn 
ADS83 I lIOpiBHIOE: 2 [B). TO.!li IIeo6xi.!lHlIH I\oc$i
UiCIlT ni.!lCl1JlellllJl KOlla (pilC. 2) .!lOpiBHlOC: 

K 
_ U

AOC c--
Ell" 

Billnosi.nHo, 3Ha'IeHIHI npyroro onopy Kona 
3BOPOTiIOro 3B' Jl3KY on (p" C. 2) BII3Ha'IIIMO 3a $0-
pMynolO (2): 

P03paxyOtO 3Ha'lCIlHII onopiB R" R}, mo 3a
.!lalOTb OIlOpHy IIanpyry Ha Bxo.!li Aun: 

VAlm
o ::: Umin + VAJ.X!2 = 2,5 [B]. 

To.ui 3Ha'Iellll.ll onopHo'i Hanpyrll Ha BXOJII 
on CTaIl OIHITb: 

u/.'< = VAIIno I Kc = 2,5/400 = 0,00625 tB]. 
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IH<I>OPMAYIi1HI TEXHOnorri, 05~~CnIOBAnbHA TEXHIKA 1 ABTOMAT~KA 
,lJ,JUI Toro mOO 36inbWItTIi piSCHb WyMy 

)J.)I(OIlCOHa ( I ). 3Ila'feHH~ nepworo onopy J];illbHIIKa 
6yno BIl6paHO SCJlIIKIlM - RI = 10 (MOM]' 

3Ha4e1lH~ onopy Rl (pile. 2) BH)Ha'mo,fO 3 pi
BH:IIH H:II 

u!/ = E R] 
RI +R2 

3BillKli OTpIiMyEMO R]= I07n 99 ",,12 [KOM]. 
n pe.!l.CT881lCHi p03paxYHKII KOMnOHCHTis WH

poKocMyrosoro ni;J.cII1IIOBa'-l8 wYMis .ltOBOlVlTb, wo 
npHcTpiit MOiKe 6yrll BltKQHaH llii Y BHrn.llJl.i ri6pu./t
HoT iHTcrpanbtloY MiKpocxeMlt i KOHCrpYKTiIBHO 

P03MiI.QCHiln Y Kopnyci ¢lJICW-HaKonll'lyaa'la 3 

USB-iIlTcpq,enCOM. 
Onl1caHIli1 KpllnTOreHcpaTOp (: OCHOBOfO )~JUI 

no6y.uOBIl npoTOKOJ1Y rI)l,nC31 NUl USB <pJlCW

HaKonll4ysa4iB. AnroplITM p060Tlt nnnnC3! ne
pC.ll.6a'l8C 8 Ll 1(01l81111.11 Hac'rynHllx KpoKia: 

I. KnicHT si.ll.npas.n:llE: ccpeepy csin ilICHTlI$iKaTop 
- IICCCkPCTIIC 'meno ( ID), :liKe Bill,nOBi))'ac npn
Cl'pOlO Y 6aJi lI,aHIiX (6)).) cepBepa. 

2. Ccpaep )HaxO)),IITh 10 KJliCHTa Y 61.( i )'lIrryc 3 Her 
ceKpc:THllfi KOll, Kfl i£lfTa. 51Kl.L.IO iaCHTII<JliKarop Bia.
cyntifi Y 6A, TO oop06Ka JanJny npllmIH}!(:TbC}!. 

3. Cepsep reHcpyc eecifiHllli KIlIO'l (KS). CeeinHlIli 
KnIO'l - UC eCKpeTllllfi KOll" }!KItH reHepyc ccpBep 
i BIlKoplleTOBYc nponroM ycix rpaH3aKuiii 3a
MieTb KnicHTCbKOro CeKpeTHoro KOllY (SCk). 

4. CCPBCP reHepyE: iHiuiaJIbHHli rpaH33.KuiHHIIH 
KJlIO'I (KTo). TpaH3aKuiliH ll li KJ11O'l - LIe eCKpCT
Hilil KJlIO'l, slimIi reHcpycrbC}! CCpBCPOM M}! ne
pe.na'li KO)K.HOrO naKCTa .naHI1X (TpaH3aKui'O (pIIC. 
3). htiuiaJIbH ll li Tpall3aKuiilflllii KnlO'l p03paxO
BYeTbC}! cepsepoM }!K xew-<JlYH Kui1l Bill CCKpeT
lIoro KO.ny KJliCIITa: 

KTr; = hesh(SCk). 

KnlO',i 06MiHY llaHilMIi (Auth) 
XeW-CYMa llaHliX 
P03~lip TJaKCTa 

PIIC. J. CTpyt.oypa naKen 06MiHY 
~all"M" "POTO"Olly fI)JJlC31 

5. Cepsep BIIKOIIYC JlOri'lHY onepauilO XOR Han ce
ciIiHiIM i rproaKuiiillllM KJlIO'IaMII i sill,npaBJI}!c 
pC3yJlbTaT Y 113KC'ri .aaHIiX KnicHTy (none KJlIO'Iis 
06MiHY lWHIIMII): 

All/II ::: XOR(KTo. KS). 

6. IHiuianbtlllii rpall33KlliiiHHil 11.1110'[ (KTo) po3pa
XOSyCTbC}! KnicHTOM. Knicf/T BlliiM3C ceciHHuii 
KJlIO'I 3 fl(IKCTa. aiJl.npUaJleHoro cepncpOM. 

KS = XOR(AufiJ, KTo). 

BiCHI-1K 4Jny, 2009, N22 

7. KJlicHT Bi.anpasn1lc ccpsepy naKCT 3 KOMaHlIOIO 
"niJ].TBCPD,)K.CHH}! orpllMaHH}! KJlIO'Ia". 

8. Ccpaep reHepyc HOB"H rpall3aKuiHHHil KJHO'I 
(KT,), BIIKOHYC oncpauilO XOR 3 KTo. a nOTiM 
po3paxoaycXOR iJ cccHiHIIM K.JllO'lCM KS. 

Alllh=XOR(KT" KS). 

9. naKCT lIaHIiX WIl<JlpyCTbC}! HoallM YpaH3aKuiH
HUM KJlIO'lCM i siAnpaWUICTbC}! KJliCHT)'. 

10. KJliCHT sliliMac UOSII" TpaH3aKUin HUn KmO'l, 
WII<JlPYC HIIM naKCT lI,aHIIX i oillnpaBJI}!C lioro 
ecpscpy. 

nOTiM SIIKOHyCTbCSI nOSTOp KPOKis 4- 10 D,O 

3aKiHl[e1l HSI CCaflCY 06MillY D,aHIIMH Mi)K. <JlJlew
HaKonll',ysa'lCM i KOMn'lOrepoM. O'l CSrtJ].HO, l.L.IO 
orpllMaHHIt anropHTM ,Q03aOll:llC aCTaHOBIiTH 3aXtI
ll.lCHHIt KaHan ncpeJl.a'l i .naHlIX MiiK nepll<JlepiHHHM 
npHCTpO£M Ta xocT·nK 3a D,OnOMOrolO HeSCJIIIKo"i 
KillbKOCTi npocTltX 1l0ri'lHlIX onepa1tiii . OnKc, npo
TOKOn C paUiOHaJlbHIIM i MOlKe 6ym peanhOBaHIIM 
lIa Hell,oponlX CCpinHIIX MiKpOKOHTponCpax. 

Ami Toro wOO D,OOCCTII pe3YJlbTaTIIBHicTb aJI
ropllTMy, n06Yll,ycMO cpopManhoBaIlY MOllCJlb no)].in 
i yMOS, WO BIlHIIKalOTb npl! noro po60Ti : PC3YJlbTaT 
npellCTaBI1MO y SltfJl}!lIi rpa$a MCpeifCj n erpi 
(pile. 4). 

Y"'06U 
I) KniCHT aill,npaatl o cepoepy 10 (PO). 
2) 10 3l1anJ].ell0 y 6.ll, (p[). 
3) Ccpaep aianpaaliB AlIlh y naKCTi J].aHIIX <P2). 
4) KniCHT BillnpaSJI:IIc ccpscpy naKCT 3 KOMaHJJ.OIO 

"niD,TSepll)K.eHH:II orpllMaUH}! KJlIO'la" a60 "n po
.QOB)K.CHH:II 3axIlwc lioro 06MiJlY .naHHMII" CPJ). 

5) Cepeep Bill,npasJlS[c KT, (P4). 

6) Cepscp Binnpaan}!c naKCT D,aH IIX 3allllHppoBaHHH 
KT, (Ps). 

7) 3awHQ>poBaHl1il KT, naKCT ai.unpaaneHllii KJliCH
TOM cepsepy (P6). 

8) npucTpiii ni.uKmo'lcllO (py). 
9) 06Mill KlllO'IaMII, lIaHIlMIi i KO"lall,Qa~m Jaacpwe-

110 (Ps). 

noOh 
I) n yCK (/0). 
2) nOWYK ID KJliCIlTa 0 Ii.ll, cepnepa (tl). 
3) Ccpacp rcllcpyE: KS, KTo, po3paxoayc AlIlh (11)' 
4) KniCIlT po3paxoayc KTo• BItT:IIrac KS (I). 
5) Cepacp rCf/cpyc KT" p03pa.xoeyc AUlh, ulII<Jlpyc 

KT, naKCT .QaHIIX (/4). 
6) KniCHT IHI/blac 1I0Blili KT;, wlI<Jlpyc HIIM naKCT 

)laHIIX i oiJl.npasJlSlc ccpecpy (15)' 
7) Ccpscp acpllcPiK)'C cTaT)'c niJ].KJlIO'ICHH1I I1pll

CTpOIO Ta npo.llOB)K.YC UIIKII 06MiIlY lIallllMl1 (t6). 
8) 1l0'IaTOK HOooro I.l.IIK.l1y nepclIa'li lI,aHIIX KJliCH

'rOM Ta BIID,a'ta KOMaHJ].1I "npOD,Ofl)K.CHH}! 3aX11-
llle~lOro 06MillY D,3 1111~1II"(h). 

9) 3YIII1IIKa npouccy oGMi lly KllIO'IaMIi i .a.aHIiMII 
(i.). 

10) 06p06Ka [lo,Llj'i cnpo611 ni)lKllIO'ICHHll 1I0 ccpoe
PY 3 HesipJH1M ID (/9). 
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IH<1>OPMAYIHHI TEXHOflOrff, ,06YHCflIOBAIlbHA TEXHIKA I ABTOMATHKA 
\1 ) BHXi)]' (f lO). 

PHC. 4. r pacll MeptiKi nnpi .ami nn,u:nC31 

TaKUM 4IlHOM, aJlrop~m,t rm,n:nC31 (: MaihKe 
KnaCII'IHIlM KiHueSItM aSTOMaTOM. 

B UCHOBKII 
\ ) 3anponOHOBaHO anapaTHo-nporpaMHnfi KpnnTO

reHepaTOp alln3.!tKoallX 411cen Ha 6a3i CJla6OCT
pyMlIItX enclCTpOHHHx Kin . 

2) Cqx,pMynbOsalio TexHi 'lHi SIIMOru )],0 WSIIJl.KOCTi 

paGOT» ni)]'cllCTeM KpunToreHeparopa i 06'111c
niOBaIlbHIIX aJlropltTMis, anKOHaHH.II .IIKIIX lle06-

Xi)]'HO )],Jl.ll CIlCTeM JaXHCT)' iHIPoPMauii' Ha ocHosi 
CTaHllapTHlfx nporoKonia nepena'li llaHHX. Hase
)],ellO "plll(JIan TaKIIX po3paxYHKiB AlI.R USB
npoToKony scpcii" \.1 . 

3) n06rtloBaHo cpopManiJoaaHY MOllem, po60TlI 
npoToKony ncpcJl.a'li lI.allllX 3 n i.ll,BlllllellltM CTy
nC.ICM 3aXIlCT)' iH$opMauii" MiiK n K i $ncw
HaI)Onll'lyaa'leM. Pe3ynbTaT npe,[CTaBJJeHO y BIl
rn .R Ai rpa¢la MepeJl.:i neTpi. 

4) Ha ocHos i aHaJliJy Mo)]'eneif CTOXaCTII'lHIIX npo
uecia wupoKononOCHQro nil(C IIJ1IOSa4a 3 pe3ltC
TIIBHIIM HasaHT<l)KeHH.RM nOKa3aHO, IUO lJJyM 

)lJKoHcoHa Mac Hafl6inbWY Jl.IICnepC ilO nOpiBHJI 
HO i3 w y,\la"UI illOTTKi i cpniKKep-WYMOM . T OM), 
3aJJeJKHiCTb ltlI.II Wy My ,l{>KOHCOHa 6yno nOKJlan;e

HO a OCHOBY po3paXYHKY encKTpll'iHoro Kona 
ni.ll,CllniOBa4a. 

5) P03po6neHo <J!YHKUioHaJlbHY cxeMY po60Til KOH

-rponepa, llK!lfi 3a6e3ne'lYCTbC.R noroKoM Jl.aHItX 3 

TpbOx .lI,iKepeJJ Bltna,llKOBHX i nCCBJl.OBl1na,a.KOBIiX 
l(aHIiX .anll $OPMYBaHH.II Kpllnrorpa¢l j'IHocTi ifKIIX 
BunanKOBIiX nOCni.ll,OBHOCTcfi. 
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