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RS-CTETAHOAHAJII3. IIPUHIIUIIN POBOTHU, HEJOJIIKHU
TA KOHIIEIII[II METO/Y MOTrO OBXO/1Y

lModaHo anzopumm RS-cmezaHoaHanisy, HagedeHo Uioeo nepesazu, a makox rnokasaHo HedosliKu, siKi 0o-
380/1510Mb YHUKHYMU 8USIB/IEHHS MPUX08aHUX 08idoMsIeHb. 3anpornoHogaHo KoHuenuito nobydosu HO8020
memoOdy cmeaaHoz2paghiyHO20 npuxo8yesaHHs iHgbopmavuii, ssika He susienssiembcsi RS-cmeeaHoaHanizom.

Beryn

CyuacHa komn’fotepHa creranorpadiss HaOyBa€e MOTYKHIIIOTO PO3BUTKY — HPHUHIIUIIN CTera-
HorpadiyHOTO TTPUXOBYBaHHS iH(opMallii B oeiHanHi 3 MeTosamMu Kpunrorpadii € 6a3or0 s
CTBOPEHHSI CYy4YaCHUX TEXHOJIOTiHl 3axucTy iHdopmMaillii, a TaKoXX KOMIT'I0TepHOi 6e3neKu i mpu-
CTpOiB nepcoHaJizanii [1] sk A1 KOpHOPaTUBHOTO 3aCTOCYBaHHS, TaK i /111 0COOMCTOTO BUKO-
PUCTaHHA.

Creranorpadivanit miaxin mo 3axucry indopmarii [2— 5] BiapisHseTbea Big Kpunrorpadid-
HOTO, METOI0 SKOTO € 3pOOUTH KOMYHiKallii Hepo36ipJWBUMU [Jis BCiX, XTO HE Ma€ KJIOUiB
mugpyBaHHsa. 3aco6u creraHorpadii BUKOPUCTOBYIOTh IICHXOCEHCOPHY PEJIEBAHTHICTb MYJIbTH-
MemiitHX (ailTiB A1 TPUXOBYBAHHS HE TiIbKW CEKPETHOTO MOBiJIOMJIEHHS, aJjie i (hakTy Woro
nepefadi. Y MPUKJIAQIHUX TPOrPAMHUX TPOAYKTAX METOAU CTeraHorpadivyHOro 3aXUCTy JaHUX
BJKe He BUKOPHUCTOBYIOTbCS OKpPeMO, a TiJbKu micsas mudpyBanus kKoHigenHtiitnoi indopmartii
kpunrorpadiunumu Merosamu. Tomy po3poOKa HOBUX CTeTaHO-KpUNITOrpadiuHUX METO/iB 3a-
XucTy indopmallii € akTyaabHOI0 HAyKOBO-TIPAKTUYHOIO 33/1a4€l0.

AmnaJia crany npo0JemMu Ta MOCTAaHOBKa 3a/avi

Bispmricts komepiiliHux creraHorpadivyHuX POTPaMHUX MPOAYKTIiB BUKOPHCTOBYIOTH BOY-
JIoByBaHHA cTero-6itiB y H3 piBeHb KOHTeiiHepa /i NMPUXOBYBAaHHSA JaHUX Y KOJbOPOBUX i
MOHOXPOMHUX 300pa’keHHSIX. PO3pOOHWKH MPOTPAMHUX JI0/IaTKiB BUXOJATH 3 IPUITYIIEHHS, IO
3Minn B H3bB kosbopiB He MOXyTh GyTH BUSABJIEHI, OCKiJIbKM NTyM peecTpallii 1mudpoBux 30-
6paskeHb MacKyBaTHMe BOYZOBaHi cTero-6iTu.

Y creranorpadii unm Menme iHgopmarii y KoHTeliHepi, TUM MeHIIA iMOBipHICTb TOTO, IO
BOy/I0BaHe y cTero-o6pa3 ToBifomJieHHsT Oyjie BusBJIeHe 3a apTredarrtamu. Bubip KoHTeitHepa
0c06010, sIKa BiJITTPaBJig€ MOBiJOMJIEHHS, TAKOX BU3HAYA€, HACKIJbKHU JIETKO iCHYBaHHS CEKpeT-
HOTO TIOBiIOMJIEHHST MOKe OyTH PpO3KpuTO. 300pa’keHb 3 HEBEJUKOI0 KiJbKiCTIO KOJIbOPiB,
KOMII'IOTEPHOTO MUCTEITBA, 300pa’keHb 3 YHIKaJbHUM 3MiCTOM, TaKUX SK MPU@TH, CJIiJ yHU-
KaTW y BUKOPUCTaHHI B AKOCTi KoHTeiiHepiB. HatomicTh HeapxiBoBani i HedpopmaroBani cdoror-
padii, meperBopeni y mudpoBy dopmy ckaHepamu, Ta 300pa’keHHS, OTpUMaHi IUQPPOBUMHI
(orokamepamu, micTaTh 6araTo KoJbopiB. ToMy BOHM 3a3BuUYail PO3TJAAAOTHCS SIK Oe3neduHi
JUts cTeranorpadii.

3o6pakenns y nomnyJsgpiHomy dopmari JPEG € noranumm KonrteiiHepamu /IJisi BUKOPUCTAHHS
creranorpadiunnx metoiB. JPEG-kBanTyBanHs 3a/uilnae Ha 300pakeHHi yHiKaJbHUN 1Ma6JI0H,
aHaJli3 SKOTo /I03BOJIsIE BUSBUTH MaJii Moaudikailii KoHTeitHepa, BUKJIUKaHi ctero-6itamu [6].

Hapasi akTuBHO pO3BMBAIOTLCS METO/M, AJTOPUTMH Ta TIPONEAYPU BUSBJIEHHS (hakTy BOY/IOBY-
BaHHS B KOHTEITHep CTero-6iT i OIliHKa pO3Mipy MPUXOBAHOTO TIOBIJIOMJIEHHSI — CTeraHO-aHaJIi3.

Memoto pobomu € NOCTIKEHHsT aaroputMy RS-creranoaHasizy 3 BHUSIBJIEHHS TIPUXOBAHUX
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MOBi/IOMJIEHb Y 300pa’kKeHHSAX JOCTYITHUX y Mepeki [HTepHeT, a TakoX BUBYEHHS HOTO HEIOJi-
KiB Ta MepeBipKU MOKJIUBOCTEN MACUBHOI MPOTU/IiT IIbOMY aJTOPUTMY.

Konnenuis RS-anamnizy

g 6improcti 306paskenb H3bB-piBeHb BBaska€TbCs BUITAJAKOBUM, OCKIJIbKM BiH He MiCTHUTh
6yb-IKOT CTPYKTYpH, IO JieTKo posmizHaeTbes. [Ipore, H3b-piBenb, HaBiTh SAKIIO BUTJISAIAE
BUIIAJKOBUM, € PAa30M 3 TUM IOB’SI3aHUM 3 iHIIMMU GITOBUMU PiBHSIMU HETiHIITHOIO 3aJeXHic-
TIO, Ha YoMy i I'pyHTyeTbca RS-creranoananis. Tomy kiacuuHi cTaTHCTUYHI XapaKTePUCTUKU I
olliHku, 3acrocoBaHi 0 H3b-piBHs, He MOXYyTb HaJiiiHO BU3HAYUTHU CTYNiHb HOro BUIIQ/IKOBOC-
Ti.

[Ipore, RS-anami3 Moxke JIeTKO BUSIBUTH TIOBiZiOMJIEHHSI, BOYOBaHi y 1€l Kaac 300pakeHb i
JIOCUTb TOYHO OLIHWTU JOBXKUHY NOBiJoMJeHb. AHami3 BigMinHOCTell y H3b-nomunu i scyny-
toi H3B-1momuan crero-o6pasy [A03BOJISIE HAMINHO BUSIBJISATU TOBiIOMJIEHHST Po3MipoM Big 1 %
i Gisbure Bix saranpHOi Kiabkocti mikceais (1 6iT Ha Biauik). Kpim toro, aas RS-ananizy mo-
’KHA OOYAyBaTH MIBUJKUI aJITOPUTM.

Y BianmosiznocTi 10 peadmisarii BuHaxomy Metos BusiBieHHs H3DB BOymoBaHOrO MprmxoBaHOTO
MOBi/IOMJIEHHS, BiIJIIKM SIKOTO BUIA/IKOBO PO3MillleHi B IIJIONIMHI KOHTeliHepa, CKJIAJAETbCd 3
TaKuX KpokiB [6—8]:

1. Posaisiennst crero-o6pa3y Ha TPyIH CYCi/IHIX Bi/IIiKiB, SKi He MalOTb CITIJIbHUX €JIeMEHTiB;

2. O6uuceHHs AMCKpUMiHAIIHOT DYHKILT /1JIS KOKHOT TPYTIN;

3. BukonaHHs Haj| TpylaMu IEpecTaBHUX Olepaliil a/ig BU3HAYeHHS 00epHEHO-30ypeHNX
IPYII MiKCeJiB;

4. BimHeceHHs TPyI BiJIJIiKiB 32 Pe3yJibTaTOM IEPECTABHUX OIepalliii /0 KJIaciB: peryJisipHi
(R), cunryaspui (S), nesukopucrani (U);

5. Hanecenns na RS-giarpamy snavenb /i1 R i S rpyn crero-o6pasy;

6. [lo6ynoBa kpuBux RS-miarpamu il o6unceHHS iXHBOTO TIEPETUHY 32 €KCTPATIOJIAIIETD.

7. Busnavenns icHyBaHHsI a00 He iCHYBaHHSI CEKPETHOTO TOBiJIOMJIEHHS 32 TXHIM MEPETUHOM;

8. Po3paxyHOK MOBKMHU MOBi/IOMJIEHHS 32 KOOPJAWHATAMHU MEPETUHY KPUBUX.

Hexaii xonteitnep — 11e 306paskeHHs po3Mmipom MxN mikcesiB i 3HAYEHHSIMU TiKCETiB 3
muoxkuau P. Hanpuknaza, ans 8-6itHoro MmoHoxpomuoro 3o6pakenns P = {0, 1,..., 255}. Ana-
Ji3 crero-o6pasy IOYMHAETHCS 3 [iJEeHHS 300paskeHHs Ha TPYIM 3 7 CyMiKHUX mikceniB (xy,
X9, ..., Xp) 06€3 NepeTuHy eJeMeHTiB. Y aJroputMmi BUOUPAIOTH IPYNU 3 7 TIOCAIAOBHUX MiKCEiB
y paaky. [lani BusHavaeTbcs AMCKpuUMiHamiiiHa GyHKINS f, 3a AKOIO [Jd KOXKHOI Tpynu
G = (xy, x93, ..., x,) pospaxoBy€eTbcst Aiiicue uncao f(xq, x3, ..., x,)iR. 3HaveHHS AUCKPUMI-
Harliiinoi dyHkiii BusHavae peryJsipaicts (ruaaakicts) rpynu G mikceniB. Uum Gisibiiie mymy y
eJleMeHTaxX TPYIU, TUM MeHIle 3HaYeHHS MUCKPUMiHAIiHHOT DYHKITIT.

3aamo aucKpuMiHaiiitny GyHkIiio f, 3a Kot Oy/aeMo OIliHIOBaTH <«Bapiailii» rpynu G

n—1
fxy, 29, oy x,) = Z|xi+1—xi|. (1)
i=1

Moskna noOyayBaTu iHIy AUCKpUMiHAIINHY (DyHKIIO Ha 6a3i CTaTUCTUYHUX Mojeseir abo
arnpiopHoi iHdopmaiiii Tpo KoHTeiHep.

3amaemo omnepaillito obepaenns I Ha P, gKy Ha3uBaioTh «IepeBepTaHHs». llepeBepranus —
1le TIepeCTaHOBKA PiBHIB BiJITIHKIB CipoT0, SKWU CKJIAZAETHCS 3 ABOX ITUKJIB i Ma€ BJIACTUBICTH
taky, mo F2 = Identity a6o F(F(x)) = x, n14 Bcix x € P.

ITepecranoBka Fi: 0 < 1, 2 <« 3, ..., 254 <« 255 Bianosigae 3menmnienxio H3b koxxHoro
ciporo piBug. [lani 3amaemo 3cynyre H3b mepeBepranns F.q gk 1 <« 2, 3 «4, ..., 2533 <254
a6o F.1 = F{(x +1) — 1 pna Bcix x.

JlJisi MOBHOTM MM TaKOK BHU3HauaeMo F( sk ToToskHy mepectanoBky F(x) s Bcix x e P.
BukopucroBytoun auckpuminaniiny ¢gyskiio F, BUAiisgeM0O Tpu Tpynu mikcesis [8]:

— peryJsiphi rpynu G € R< f(F(G)) >f(G);

— cunrynsipui rpymu G € S f(F(G)) < f(G);
— nesuropuctadi rpymn G e U < f(F(G)) =f(G).
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[Mosnauyennss F(G) osnavae, onepailisi mepeseprants F 3acTOCOBaHa /10 BCiX KOMIIOHEHT BEK-
topa G. MoxJauBi i iHIIi BapiaHTu TepeBepTaHHs 0 KoMIOHeHT BekTopa G. Omepailig mepe-
BEPTaHHS BEKTOpa Moske OyTH BHPa’keHa 3a JIOTIOMOrolo Macku M, sKa Ha3WBAETbCS N-KOpTe-
xkeMm 3i sHavenHsmu —1, 0 i 1. Ilepesepuyra rpyna F(G) BusHauaetbcsi sik Fpp1)(Xy),
Fry2)(X2), .o, Fan) (X).

Mertoto 3acTtocyBaHHS mepeBepTasbHOl (PyHKIT F € 30ypeHHsT MaJioi KiJIbKOCTi 3HAUYeHb TiKce-
JIiB 3BOPOTHUM CIIOCO60M, unM cuMymmoeTbest Aiss H3b-creranorpadiunoro amroputmy. s tu-
NOBUX 300pa’keHb JOJaBaHHS HEBEJMKOI KigbKocTi mymy (1epeBepranHs Masoi KiJIbKOCTi 3Ha-
YyeHb) MPU3BeJe MIBH/ILIE 0 30iJbIIeHHs 3HAYEHHST JUCKpUMiHalliitHoi (yHkiii. To6To 3aranbHa
KisibKicTh perysaphux rpyn (R) 6yze GijbInoio, HiX KiJbKicTb cuHryasgpaux rpymn (S).

[To3HAYMMO KiJIbKiCTD peryasipHux rpym ais Macku M sk Ry (y BigcoTkax Bijg ycix rpyin).
AHAaJOriYHO S)y MO3HAYMMO BiTHOCHY KiJIBKiCTh CHMHTYJIAPHHUX Ipyln. Maemo Ry + Sy < 1 nua
no3uTHBHOI Macku i R_p;+ S_p, <1 pug sHeratuBHOi Macku. CTaTUCTUYHI TillOTe3W cTeraHOaHa-

JITUYHOT METOJMKHU TIOJISATAIOTh Y TOMY, IO B TUIIOBOMY 300pa’kKeHHi OuiKyBaHe 3HaueHHST Rjy
nopiBHIOE R_py i Te came BipHO Aad Spy i S—pp:

I1a rinoTesza Moxke GyTH €BPUCTUYHO IepeBipeHa aHaaizoM sameskHocti (1).

[lepeBepranbHa omepartis F-q, gk i F{ 3acTocoByeTbcs 0 300paskeHHs, KOJIbOPU SIKOTO Oy-
JIN 3CYHYTi Ha ofuHUINO. /{19 TUTIOBOTO 300paskeHHS He iCHY€E alpiopHOi NMPUYMHU, YOMY KiJb-
KicTb R 1 S rpyn moBMHHA CYTTEBO BiZIPi3HATHCH Y pasdi 3CyBY KOJbOPIiB HA OMHUILIO.

ABTOPHU BUHAXO/ly IepEKOHaHi, 110 MalOTb BUYEPIIHi eKCIIepUMEHTa bHi JJOKa3u TOro, 110 Ti-
noresa (2) BUKOHYETHCS Jy’Ke TOYHO /JIsE 306paskeHb, OTPUMAHKUX 3 IUPPOBUX KaMep, K JIJIst
dopmatiB 3 BTparammu, Tak i muas QopmatiB 6e3 Brpar. lle Takoxk A06pe BUTPUMYETLCS IS
3006pakeHb, 06pO6JIEHNX 3BUYAWHUMU OIepallisiMu, i s OGiJbIIOCTI CKAHOBAHMX 300PaKeHb.
IIpore Bignomenns (2) nopyuyerbes, akimo H3DB-pisenb pangoMiszoBano, Hampukaazn, H3B-
creranorpadiero.

Panpowmisaniss H3b-piBusa crupsimoBye pisnuiiio Mixk Ray i Sps 10 HYJISI, 3 POCTOM JIOBKUHU
m nosigomienns. Iliciasa nepesepranns H3B-pisug 50 % mikcenis (o Oyze micas BOyIOBY-
BaHHs 6ita M@ pPOBAHOrO MOBIJOMJIEHHS B KOXKEH TIKCEJN) MU OTPUMAEMO Rp; = Spy.

ixaBo, mo panpowmisaria H3bB-piBasa mMae nporusexkaunii BimB Ha R_pr i S—py. Ix pi3HUIA
361/IBITYETHCS 31 3POCTAHHSAM JIOBKMHU m BOYZAOBAHOTO TOBigoMienHs. [Ipocre nosicuenns 36i-
JBIeHHST pi3HUI Misk Ry i S.p Moske 6yTu 3ampomonHoBano s macku M = [0; 1; 1; 0].
Osnaunmo: muoxkuny C; = {21, 2i + 1}, 1 = 0,1,...,127 i

= {GIG e C, xC,xC,}.

Icnye 1283 3aMKHYTHX MHOMKHH, KOKHA 3 SIKUX CKJIafaeTbes 3 8 rpyn (tpumieris). Jlis 1i-
Jeit aHaJsizy 6yJio 06paHO YOTUPHU Pi3HUX THUIM MHOKWH, iTHOPYIOUW Ti, 110 TOPU3OHTAJTIBHO i
BEPTUKAJIbHO cuMeTpuyuHi. Y Tab/. 1. nmomaHo 1i yorupu tunu i Kijgbkicte R, S i U rpyn micus
Fy F—y nna xoxuoro tumy. 3 taba. 1 Bumno, mo pangomisaiiis H3b namaraetbcs BUpPiBHATH
KisibKicTe R i S rpyn B KOXHIi#l MmiAMHOXKUHI micas Fq, ToJi K KijabKicTb R rpym 3pocrae, Ki-
JbKicTb S rpyn cnajiae micast F_q.

mMuoxuny rpyn C,y

Ta6aums 1

Kixbkicts R i S rpyn micjs nepeBepTaHHS MEPIIOTo i IPYroro eTamis

Tun MEOXUHU F{ nepeBepranus F_4 nepeBepranHs
r=s=t 2R, 28, 4U 8R
r=s>t 2R, 2§, 4U 4R, 4U
r<s>t 4R, 4S5 4R, 4S5
r>s<t 8U 8U

RS creranoanasniTuyHa MeToAMKA MO/JaHA Y BUHAXO/Ii, OIiHIOE YoTUpHU KpuBi RS-miarpamu it
o6umcIIoe TXHill TIepeTHH 3a eKCTParnoJsAliero. 3arajibHa GopMa YOTUPHOX KPUBUX Ha Jiarpami
3MIHIOETBCS B 3aJIe;KHOCTI Bijf KoHTeiiHepa (puc. 1) Bif MpakTUYHO ijjeaJbHO JIHIHHOT 10 KpH-
Boi. ExcniepuMentn mokasamu, mo R-_p; S—p; m06pe anmpoKCUMYIOTBCS TPSIMUMU JIiHISIMW; BHYT-
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pimmni kpusi Rp; i Sp; gocratHbo go6pe ampok- © 7 A — 1
CUMYIOTBCS TIOJIIHOMaMU JIPYTOTO TOPSI/IKY. R (o) |
Jlns crero-o6pasy 3 MOBiJIOMJIEHHSIM HEBiIOMOT ”
JOBXKVHA P (y MPOIIEHTAaX BiJl KiJIBKOCTI ITiKCe-
JiB), sike BOyzosane H3B mikcesiB i BUIQIKOBO
po3MillleHe Yy ILIONIMHI, IIOYAaTKOBI BUMIDIOBAHHS 40 e 1
Kispkocti R i S rpyn BiZOBialOTh  TOYKaM \
Ry(p/2), SM(p/2), Rp(p/2) i S—p(p/2). M-
JIHHS Ha /IBa OTPUMYEMO 3 TOro (akTy, 1o s
BUIIAQJIKOBOTO  TOBi/IOMJIEHHS TPHUOJU3HO  TIO-
JIOBUHA TIiKcesdiB Oyjie TepeBepHyTa. Ko Mu . g
nepeBepiemMo H3Db-tm  Bcix  mikcesmiB  306- Saf1PR)
pPa)KeHHd i IopaxyeMo Kijapbkicte R i S rpym, to . R R .
MOKEMO OTpuMaTu 4otupum Toukum Rpy(1 —p/2), ° e ® = % 2 0w g x w
Sy(1 =p/2), Rop(1 = p/2), Sy (1 = p/2). RS-niarpama

Uepes TOUKM MOKHA IIPOBECTU NIpIMi JIiHIT
Ry(p/2), Ropy (1 = p/2) ta S—p(pr2), S—p(1 = p/2). Tourku Rp(p/2), Rp(1/2), Ry(1-p/2) ta S-
Mm(p/2), Sp(1/2), S_v(1 = p/2) 3amators aBi mapaGosm. KoskHa mapa6oJia i BiANoBiaHi JiHIT mepe-
TrHaOThCs 3JiBa. CepenHe apudmeryte BiJi X-KOOpAUHAT 060X MEPETHHIB /I03BOJISIE HAM OI[IHUTH
HEBIIOMY [OBKUHY p IIOBIIOMJIEHHA.

Jlnst Toro, 106 YHUKHYTH 3aTPATHOTO 32 4acOM CTATHCTUYHOTO OI[iHIOBAHHSI CEPEIMHHUX TO-
qok Rp(1/2) i Sp(1/2) i, ogHOUacHO, 3pOOKTH OIIHKY JOBJKUHK TIOBIJIOMJIEHHS €JIeraHTHille,
3po6uMO Ba A0AaTKOBUX npuiyiiendsa: (A) — Touka mepetuHy KpuBux Rps i R_p; Mae ogHa-
KOBY X-KOOPAMHATY, AK i Touku neperuny kpuBux Sps i S-ps. Le cyTreBo cuibHime npuiry-
IEHHs, HiK TpUIyIieHHs, 3pobiene auas sanexuocri (2). (B) — kpusi RM i SM nepernHa-
1otbea auga m = 50 %, a6o Ry (1/2) = Sp(1/2).

ABtopu BuHaxony [6] mepeBipusm 1i TPUIYIIEHHS €KCIIEPUMEHTAJbHO [ BEJIUKOT 6a3u
Janux 300pakeHb 3 HeoOGpobsennmu 306paskennsiMu y dopmartax BMP i JPEG, a takoxk 06-
po6senumu 'y ¢opmari BMP. Ha ocHoBi eMnipnyHuX JaHUX OTPUMaHO NpocTy (HOpMyJy BH-
3HAUYEHHS /IOBKMHU p CEKPETHOTO IMOBi/IOMJIEHHS.

[Ticais 3cyBy i HOpMyBaHHS oci x Tak, mo6 p/2 craso nyaem i 100 —p/2 crano 1, x-koopau-
HaTa TOYKW MEPETHHY — I KOPiHb i3 TAaKOTO KBAJPaTHOTO PiBHSIHHS:

2(d1 +d0)x2 + (d_o_ d1 - 3d0)x + do - d_o = 0,

ne dy = Ry (p/2)= Sm (p/2); di=Ry (1= p/2)=Sp (1 - p/2);

do=Rp (p/2)= Sy (p/2)dy = Ry (1= p/2)= Sy (1 = p/2).
JloBXWHA TIPUXOBAHOTO IOBiIOMJIEHHS p OGUMCJIIOETBCS 3 MEHIIOTO 32 aGCOJIOTHUM 3HAYeH-
HAM KOPEHA PiBHAHHA:

50 F 1

S172) |

Ryy(102) 1

p = x/(x-12).

[Ipsmi ninii BU3HavyatoTh Kiabkicts R i S rpyn B p/2 i 1 — p/2, a npunyieHHs, 3po06JieHi i
vac BuBejeHHs 3asexuocreir (1) i (2), 3a6e3nedyioTh JOCTATHIO KiJIbKiCTb 0OOMEXKEHb IS €/11-
HOTO 3aJlaHHs 1mapabo i IXHiX TepeTuHiB.

@daxTopH, MO BIIMBAIOTh HA TOYHICTh aHAi3Y

Jlns myske samrymyeHuX i ApiOGHOTEKCTYpPOBaHUX 300pake€Hb Pi3HMIIS MiXK KiJbKiCTIO pery-
JIIPHUX i CHHTYJIIPHUX TPYIl KOHTeliHepa Mana. Bianowigno, qinii B8 RS-piarpami nepetHyTbes
iy MAJIUM KyTOM i TOYHICTb 3MEHIIUTHCA.

Metoanka RS-creroanasidy TOYHilla [/ TTOBiJIOMJIEHD, CTETO-6iTH SIKUX BUIAKOBO PO3Mi-
IeHi B TJIONIUHI cTero-o6pasy, HiXK /I MOBi/IOMJIeHb, BOYJOBaHUX JIOKaabHO. /s TOrO, 1106
3acrocyBatu RS-anamis y 1iboMy BUIIQJKy Tpe6a NepeiTH 10 BUKOPUCTAHHS METOAMKN Ha 6asi
KOB3HOI'O BiKHA.

[HmuM akTopoM, SIKMi BITMBAE HA TOYHICTH OIIHKU JOBXKUHU BOYOBAHOTO MOBi/IOMJIEHHS,
€ TIoYaTKoOBe 3MillleHHs1. Bumnankosi Bapiailii MOXXyTb TPU3BECTU /10 TOTO, IO KOHTEWHEp, dKUii
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He MiCTUTb NPUXOBAHMUX IOBiJIOMJEHDb, Oyje MOKa3yBaTH HASIBHICTb KOPOTKOTO ITOBiJOMJICHHS.
[le noyaTtkoBe He HYJbOBE 3MillleHHSI MOKe OyTH SK TTO3UTUBHUM, TaK i HETAaTUBHUM i BCTAHOB-
JIIOE TEOPEeTHYHi MeKi TOYHOCTI CTeraHOaHaJiTMYHOI METOAWKHU, IOJAaHOi y BUHaxXoAi. ABTOpH
BHHAXO/{y IMPOTECTYBaJH Ile MOYaTKOBe 3MimieHHs A7 Habopy 3 331 monoxpomuoro JPEG 3o0-
OpaskeHHsI, SIKi MalOTh TayCCiBCbKUIT po3nofin 3 maucnepcieio 0,5 %. [las MeHMUX 3006pakeHb €
TEeHJEHIis 36ibIIeHHsT Bapiallii MOYaTKOBOTO 3MillleHHs, OCKiJIbKH BOHH MAaloTh MEHULY KiJIb-
Kicte RS-rpyn. CkanyBaHHSI HaIiBTOHOBUX i 3aITyMJeHWX 300pa’keHb TOKa3ye BUIIi Bapiarlii
3Minenns. 3 iHmoro 60Ky, 3mimenHs ayke mamie nias JPEG-3o6paxkenb, He CTHCHYTHX 300pa-
’KeHb, OTPUMaHUX 3 U(POBUX KaMep i pe3yabTaTiB CKAaHYBaHHS 3 BUCOKUM PO3Pi3HEHHSIM.

Y pesyabrati gochaimkenb, npoBenenux criBpobiThukamu [[TOC IK nag 3500 306pasken-
HAMU (HyCTI/IMI/I KOHTeﬁHepaMI/I), gaKi gocTynHi B lHTEepHeTi, BUSABUJIOCH, MO BiJICOTOK XUOHOTO
BU3HAUYEHHST OOCATY TPUXOBAHOTO IMOBiJIOMJEHHS /I HUX BUIIMIA, HiXX YKa3aHWl aBTOpaMu
narenty s dororpadiii i3 nudpoBux Kamep i CKaHepiB.

Ile moB’s3aHO 3 TUM, IO T/l Yac MiJTOTOBKH /IO JPYKY BUKOHAHO OOGPOOKY TakuX 300pa-
JKeHb, dKi BKJIOYAIOTh BUCOKOUYACTOTHY (ijgbTpariilo, MiJBUIEHHS SICKPABOCTi i KOHTpAcTy, BU-
piBHIOBaHHS 3Ha4YeHb TicTOrpaMu i T. M. orepairlii, SKi HiBUIIYIOTh Bi3yaJbHY SKicTb 306pa-
skeHHs1. Ile cynpoBoKyeThbest 36i/IbIIIEHHIM CUHTYJISIPHUX I'PYI Y KOHTeWHepi.

Takok TOMiueHO HepiBHOMIpHE 3alllyMJEHHS 10 KaHajaX s KOJbOPOBUX 300paskeHb.
Crymniap 3anrymiyieHHs1 6JJAKUTHOTO KaHATy B /IBa—TPU pasu, a iHOJAi B JecsATb pasiB Oisblie 3a
piBeHb NIYMy Y 4epBOHOMY i 3eJleHOMYy KaHaJjiaX. KpiM Toro, piBeHb 1yMy y 3eJeHOMY KaHaJi
Juig 3Bruaiinux ororpadiit B [Ba—Tpu pasu BUIIMI 32 PiBEHb MIYMYy y YEPBOHOMY, ajie s
3UMOBHX TIeH3aKiB CIOCTepiraeTbcsd oOepHeHa 3aKOHOMipHICTh. TakuM YMHOM, piBeHDb 3allyM-
JIEHHSI KaHAJy 3aJeXUTh BiJl KiTbKOCTI # aGCOTIOTHOTO 3HAUYEHHS OaNT.

Y rtabs. 2 HaBe/eHO TUIIOBI 3HAUYEHHS PO3MipiB BUSBJIECHUX IOBi/JOMJIEHb y IIyCTUX KOHTEHI-
Hepax /s 306paskeHb Pi3HUX THIIIB.

Ta6umisa 2

Tunosi BiICOTKH 3HaYeHb PO3MipiB BUSABJIECHUX NoBigoMiaeHb RS-anaixizom

TH 306DasKeH s XubHO BU3HAUEHA TOBXKUHA [I0BIOMJIEHHS
P y BificoTkax Bij 06’eMy KOHTeliHepa
Dororpadii, ckaHoBaHi 300paskeHHS =1 %
3o6paskenns 3 [HTepHeTy, MiArOTOBJIEHI 0 IPYKY ~15...20 %
[lpiGHOTEKCTYpOBaHi 306pakeHHsI, BUCOKO/IETATi30BaHi ~30 ... 100 %
306pakeHHs " ’

[Tepeniveni pakTOpu CyTTEBO 3HUKYIOTb HMOBipHICTb BUABJIEHHS IPUXOBAHUX JAHUX HABiTh
s kaacnyHoi H3B-creranorpadii, gKkimmo BiAmoBigHI mporpaMu BUKOPUCTOBYIOTHCS TiJTOTOB-
JIEHUMU 0cobOaMu.

PosruisineMo HOBUI cTeranorpadgiunmii aaroput™ Koaysanusg nap Gaiitis (KIIB).

Hexait 6aiitn 3HaueHHSIM Z BiANOBiJIalOTh HYJbOBOMY CTero-6iTy, a 6aiitn 3HaueHHsM Z + 1
— oauHuyHOMY cTero-6ity. Toxi ABITKOBY MOCJIi/IOBHICTD CTETO-6iT CEKPETHOTO TTOBiIOMJICHHS
MO’KHA BiZIo6pasuTH Ha MHOXKWHY Tap 6aiiTiB, SIKi He MalOTh CIIJbHUX eJeMeHTiB. [Ipmuomy 3Ha-
4yeHHs 6aiiTiB GyayThb BiANOBiaTH HYJHOBUM i OJIMHUYHUM CTero-GitaMm, a iXHi iHJIeKCH BiJIHOCHO
MOYaTKy MacuBy — 4YepryBaHHIO cTero-6iTiB. B ysaraibHeHOMY BWIJIS/i alropuTMy MisK Hapa-
MH 6iT MOKHA BCTAHOBUTH 3MimteHHs1 D. [luig Haiinpocrimoro Bunagky D = 1, mpote iioro mMo-
JKHA BCTAHOBJIIOBATHU SK 1ijuM yucjaoMm 1 < D < 255, tak i 3MiHIOBaTH 32 anroputMoM. Takum
yuaoM, Z + D — 0y, Z+1+ D —> 19, 0e Z=0,1, ... 255; D =1, 2, ... 254.

Y po6orti [7] nmokasano, 1o nepeBepranisa 0 « 1, 2 <« 3, ..., 254 « 235; 1 & 2, 3 < 4,
..., 253 > 254 Binnosinaoth BHecenHio B H3bB konTeliHepa mpUX0oBaHOrO MOBi/IOMJIEHHS.

To6t0, 623010 B Gy/10Bi KOHIEMIIIT /151 CTBOPeHHS e(beKTUBHIIIOr0 METO/y cTeraHorpadiyHo-
ro NpUXOBYBaHHs iHdopMallii € BHeCeHHs 3MiH, MO He OyAyTb MiAMajaTH I BKa3aHe BUIIE
nepeBepranis. OueBUAHO, 1O Take MPUXOBYBaHHs iH(opmMarii Oyje TpakTyBartuch RS-anasi-
30M 4K IIIYM.

3 ypaxyBaHHsIM 11b0oro aBropamu crarti (Haykosumu crispoGitaukamu [[TOC IK) mnposese-
HO YMCEJbHI eKCIIePUMEHTH 3 Pi3HUMM 3HAUCHHSIMU IlepeBepTaHHs, 110 H MiATBepAUJN BUIICHA-
BeJleHEe TTPUITYIIECHHS.
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Sxmo B3sitn 3a 100 % eMHOCTI KOHTeliHepa TOBHe ioro 3amoBHeHHs1 3a MetogoM H3DB cre-
ranorpadii, Ko B KOKHOMY 6GaiiTi MiCTUTbCS OAWH CTero-6iT, TO i3 3alOBHEHHSM KOHTelHepa
Big 1 mo 100 % orpumaeMo BiAmOBifHY OIiHKY 3a MerogoM RS-anasnidy. Ilpore y pasi 3amos-
HEHHS 32 aJTOPUTMaMH, 10 BiJmOBifafoTh HOBiN KoHIeniii, RS-anamiz Bumae 3HaueHHd, sKe
npu6JIN3HO JIOPiBHIOE 3HAYEHHIO /IS IIYCTOTO KOHTEiHepa. 3a3HauyuMo, 10 Take BOY/IOBYBaHHS
NOBi/IOMJIEHb TaKOX He BUSBJsIE€ Takuii Meroj; creraHoaHantizy sk Sample Pairs [5]. Takum
yiHOM, RS-aHamii3 y cBOEMY 3allaTEeHTOBAHOMY BUTJISI/Ii He PO3Mi3HAE€ BHECEHHS CTero-GiTiB 3a,
no cyti, mogudikoBanum H3B-creranorpadiunum aaroputMom, mo po3poOJsSETbCS aBTOPAMU
po6OTH.

Ha cvoroani, yci HayKOBO-ZOCJIi/IHI pe3yJbTaTu 3 po3poOKM HOBOI Kouiemii [9] interpy-
I0TbCS JIJIs1 CTBOPEHHSI HAMOiIbIT yHiBepCAIbHOTO Ta e(EeKTUBHOTO aJTOPUTMY cTeraHorpadiv-
HOTO NpUXOBYBaHHA iHQopmMarii, mo 6yge o6xoautn RS-creroanasiz. Akio po3pobseHi meto-
JI1 Ta aJTOPUTMU IiITBEPASATH CBOIO e(EeKTHBHICTb, TO BOHM Oy/1yTh 3allaTEHTOBAHI Ta ONUCAHI
B TIOJIABINUX TTyOTiKaIlisIX HA 1[I0 TEMY.

Bucuosku

1. 3anpornoHOBaHO KOHIENIN0 MoOY/ 0B HOBOTO MeTO/ly cTeraHorpadivHOro NpuXOBYBaHHS
indopmariii, sxa /103BOJIsIE YHUKHYTH BUSIBJIEHHSI METO/JAaMH CTETaHOAHasi3y, MOOY/0BAaHUMHU Ha
6a3i TyaJbHOT CTAaTUCTUKM.

2. Hamezneno anaJsi3 nepesar i HesioJ1ikiB RS-cTeranoanadisy.

3. llomano gaHi MOM0 OCOOGIMBOCTEN aHAi3y KOJbOPOBUX KaHaJiB (oTtorpadiii 306pakenn,
MATOTOBJIEHUX 10 JAPYKY, Y AKHUX CIIOCTEPITAETHCA TMOMUJIKOBE BUABJEHHS IOBi/IOMJICHb BeJIN-
KOi TOBKUHU.
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